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(54) SYSTEM MAINTENANCE AND DATA PROTECTION 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide system 
maintenance and a data protection system for a 
computer which make complicated restoration operation, 
and correspondence and reporting at a failure full 
automatic and make safe operation and quick 
maintenance support available by executing a failure 
monitoring maintenance program by a computer by 
reinote operation through a communicating means. 
SOLUTION: In a server computer system provided with a 
remote communication system, a failure monitoring 
board embedding a microcomputer in a computer main 
body and a preliminary data recorder are mounted, and 
each control terminal is subjected to circuit connection 
of the microcomputer of the failure monitoring board. 
Then, the failure monitoring board includes an automatic 
power failure restoration system A, a temperature 
monitoring system B, a spare hard disk system 0, an 
automatic switching system D for a disk, an automatic 
operation system program repair system E, a manager 
failure notification system F and a user failure notification 
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♦ NOTICES* 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer.So the translation may not reflect the original 
precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1] In the computer system of the server of the intranet equipped with the remote 
communications system (1), or the Internet Install two or more sets (5) of an obstacle 
surveillance board (4) and preliminary data recording devices incorporating the microcomputer (3) 
in the main part of a computer (2), and circuit connection of each control terminal is made with 
the microcomputer (3) of the aforementioned obstacle surveillance board (4). On the 
aforementioned obstacle surveillance board (4), the power failure automatic restoration system 
of a power supply (A), The reserve hard disk system which backs up automatically on schedule 
the program and data of the temperature monitoring system (B) of the equipment which 
constitutes a system, and a computer (C), The automatic change system of the disk which 
memorizes the program and data of a computer (D), The operation system program auto-repair 
system of the computer by bidirectional data communication (E), A system The obstacle 
generated in the equipment which constitutes the notice system of a manager obstacle (F) and 
system which notify the obstacle generated in the equipment to constitute and the operation 
system program of a computer to a management pin centerjarge, and the operation system 
program of a computer The system integrity and the data protection system of a server which 
incorporate the notice system of a user obstacle (G) of which a user is notified through an 
output unit (6), and change. 

[Claim 2] The system integrity and the data protection system of a server according to claim 1 
which are characterized by changing to a standby power source automatically, or making it 
change to the program in the emergency shut down mode of a computer automatically when a 
power failure automatic restoration system (A) senses the fall of voltage and becomes fixed 
voltage, and enabling it to reboot a computer automatically by normalization of a power supply. 
[Claim 3] Temperature monitoring system (B) connects to the microcomputer (3) in an obstacle 
surveillance board (4) the thermo sensor (7) attached in the main part of a computer (2). If the 
signal of the temperature data obtained by the thermo sensor (7) is transmitted to the 
aforementioned microcomputer (3) and the transmitted data exceed the predetenmined-number 
value range, while emitting warning The system integrity and the data protection system of a 
server according to claim 1 or 2 which are characterized by carrying out transfer maintenance of 
the data automatically to two or more sets of data recorders by the instruction of the 
aforementioned microcomputer (3). 

[Claim 4] It is [ the claim 1 to which the reserve hard disk system for backup (C) is 
characterized by making it store in a regular automatic target the data of the computer rewritten 
by two or more sets (5) of preliminary data recording devices, or ] the system integrity and the 
data protection system of a server given in any 1 term among 3. 

[Claim 5] It is [ the claim 1 characterized by changing to another disk with which the program 
and data of a normal computer are memorized automatically, and notifying a user and/or a 
manager of the thing / having changed / from the disk which has memorized abnormal program 
and data of a computer if a disk change system (D) detects abnormalities, or ] the system 
integrity and the data protection system of a server given in any 1 term among 4. 
[Claim 6] An operation system program auto-repair system (E) inside the main part of a 
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computer (2) Communication of state data and a control signal is automatically started by 
executing an obstacle surveillance maintenance program between the microcomputers (3) in the 
main part of a computer (2). and an obstacle surveillance board (4). The surveillance of an 
operation system program, and by performing automatically automation of the obstacle 
dissolution which this discovered, and operation for it by the main part of a computer (2) A 
communication network is minded, distantly the check of a state and restoration maintenance 
control of an operation system program and computer system associated equipment by 
bidirectional data communication from a remote place It is [ the claim 1 characterized by 
enabling it to perform a program restoration system, or ] the system integrity and the data 
protection system of a server given in any 1 term among 5. 

[Claim 7] It is [ the claim 1 characterized by enabling it to notify the obstacle which the notice 
system of a manager obstacle (F) generated in the equipment which constitutes a system, and 
the operation system program of a computer with voice, a picture, and/or a luminescence lamp 
an output unit (6) to a manager and a management pin center,large, or ] the system integrity and 
the data protection system of a server given in any 1 term among 6. 

[Claim 8] It is [ the claim 1 characterized by enabling it to notify to a user the obstacle which 
the notice system of a user obstacle (G) generated in the equipment which constitutes a system, 
and the operation system program of a computer with voice, a picture, and/or a luminescence 
lamp an output unit (6), or ] the system integrity and the data protection system of a server 
given in any 1 term among 7. 
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* NOTICES * 

Japan .Patent Office is not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2. **** shows the word which can not be translated 
3.1n the drawings, any words are not translated. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[The technical field to which invention belongs] this invention relates to the system which aims 
at maintenance of the computer program for corresponding quickly and restoring a normal state 
for a short time, and protection of the accumulated data, when possibility in case the various 
abnormalities which cause a halt of the server function of the intranet of equipment or the 
Internet which constitutes the system in a computer, and a program and destruction of data 
occur is always likely to be supervised and abnormalities are likely to occur, and when 
abnormalities actually occur. 
[0002] 

[Description of the Prior Art] In SUSHITEMU of general MENTENAN of the server of the old 
intranet in a computer, or the Internet If separating from the range which various kinds of 
numeric values sensed in a sensor, a circuit, etc. set up etc. senses generating of abnormalities 
The automatic transfer of the accumulated data, the program required for computer operation, 
etc. is carried out to another administrative device using a network etc. The restoration distance 
instruction emitted from the administrative device is used, carry out correspondence of 
automatic reinstatement etc. or An easy rehabilitation work is automated and correspondence of 
restoration restoring according to a manual is performed [ **** / performing a human support ] 
according to the warning as which advanced work to be complicatedly was displayed on the 
administrative device. 

[0003] However, when it does not function at all when acquiring the restoration method from an 
administrative device through means of communications, such as a network, restoring artificially 
and an obstacle is in the network itself, and a human support was performed and sufficient 
human support system was not ready, correspondence might not be completed at all, and 
restoration might be long overdue even if it was able to respond. And it is said that it becomes 
still more difficult to go on while an unusual portion increases [ the time ] proportionally [ if the 
time to a human support start is overdue and time is taken in correspondence ] within a 
computer to pass and an obstacle does not know, and for it to be rewritten one after another by 
the state with unusual data and program, and to restore as before in many cases. 
[0004] Then, the system which is going to carry out [ a system ] correspondence processing 
unusually immediately and it is going to restore automatically came to be offered about some [, 
such as correspondence for example, at the time of a power failure, ] unusual matters. However, 
since there was no synthetic maintenance system which can respond on the whole unusually 
[ the various kinds assumed ] until now, respectively corresponding to the individual situation of 
unusual contents, neither program of a computer nor restoration disposal of data is performed, 
and the optimal correspondence for the situation which is urgent, respectively is not necessarily 
made. 

[0005] Therefore, the uneasy dissolution to stagnation of the insecurity to the unusual situation, 
for example, the business by the program or destruction of data, and operating activity, a halt of 
the production line of a product, etc. taking place for the user of a computer was not achieved. 
Moreover, that was the greatest reason for reducing the reliability over a computer. 
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[0006] 

[Problem(s) to be Solved by the Invention] When this invention is made in view of the above- 
mentioned actual condition, and supervises the possibility of various unusual generating in the 
server of the intranet in a computer, or the Internet and abnormalities actually occur, in order to 
restore a quick normal state. By making a system build in in the equipment of a MPYUTA system 
as much as possible, and automating work further The managerial system of the reliable 
computer about which it is relieved even if the unusual situation occurs in the program which 
performs computer system equipment and various computer-processings is offered. 
[0007] 

[Means for Solving the Problem] In order to solve the above-mentioned technical problem, in the 
computer system of the server of the intranet equipped with the remote communications system 
1. or the Internet, this invention installs the two or more sets of the obstacle surveillance board 
4 and the preliminary data recording devices 5 which incorporated the microcomputer 3 in the 
main part 2 of a computer, and makes circuit connection of each control terminal with the 
microcomputer 3 of the aforementioned obstacle surveillance board 4. 

[0008] On the aforementioned obstacle surveillance board 4, and the power failure automatic 
restoration system A of a power supply The reserve hard disk system C which backs up 
automatically on schedule the program and data of temperature monitoring system [ of the 
equipment which constitutes a system ] B. and a computer The automatic change system D of 
the disk which memorizes the program and data of a computer The operation system program 
auto-repair system E of the computer by bidirectional data communication A system The 
obstacle generated in the equipment which constitutes the notice system F of a manager 
obstacle which notifies the obstacle generated in the equipment to constitute and the operation 
system program of a computer to a management pin center,large, and a system, and the 
operation system program of a computer It is the system integrity and the data protection 
system of a server which incorporate the notice system G of a user obstacle of which a user is 
notified through an output unit 6, and change. 

[0009] Moreover, in the above-mentioned composition, when the aforementioned power failure 
automatic restoration system A senses the fall of voltage and becomes fixed voltage, change to 
a standby power source automatically, or it is made to change to the program in the emergency 
shut down mode of a computer automatically, and it is characterized by enabling it to reboot a 
computer automatically by normalization of a power supply. 

[0010] Furthermore, in the above-mentioned composition, the aforementioned temperature 
monitoring system B connects to the microcomputer 3 in the obstacle surveillance board 4 the 
thermo sensor 7 attached in the main part 2 of a computer. If the signal of the temperature data 
obtained by the thermo sensor 7 is transmitted to the aforementioned microcomputer 3 and the 
transmitted data exceed the predetermined-number value range, while emitting warning, it is 
characterized by carrying out transfer maintenance of the data automatically to two or more 
sets of data recorders by the instruction of the aforementioned microcomputer 3. 
[001 1] In the above-mentioned composition, the aforementioned reserve hard disk system C for 
backup is characterized by making it store in a regular automatic target the data of the computer 
rewritten by two or more sets of the preliminary data recording devices 5 further again. 
[0012] Furthermore, in the above-mentioned composition, if the aforementioned disk change 
system D detects abnormalities, it will be characterized by changing to another disk with which 
the program and data of a normal computer are memorized automatically, and notifying a user 
and/or a manager of the thing [ having changed ] from the disk which has memorized abnormal 
program and data of a computer. 

[0013] In the above-mentioned composition the aforementioned operation system program auto- 
repair system E moreover, in the main part of computer 2 interior Communication of state data 
and a control signal is automatically started by executing an obstacle surveillance maintenance 
program between the main part 2 of a computer, and the microcomputer 3 in the obstacle 
surveillance board 4. The surveillance of an operation system program, and by performing 
automatically automation of the obstacle dissolution which this discovered, and operation for it 
by the main part 2 of a computer It is characterized by enabling it to perform a program 
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restoration system for the check of a state and restoration maintenance control of an operation 
system program and computer system associated equipment by bidirectional data communication 
from a remote place distantly through a communication network. 

[001 4] Furthermore, in the above-mentioned composition, it is characterized by enabling it to 
notify the obstacle which the aforementioned notice system F of a manager obstacle generated 
in the equipment which constitutes a system, and the operation system program of a computer 
with voice, a picture, a luminescence lamp, etc. an output unit 6 to a manager and a management 
pin center.large. 

[0015] It is characterized by enabling it to notify to a user the obstacle which the 
aforementioned notice system G of a user obstacle generated in the above-mentioned 
composition in the equipment which constitutes a system, and the operation system program of 
a computer further again with voice, a picture, a luminescence lamp, etc. an output unit 6. 
[0016] 

[Embodiments of the Invention] The form for carrying out this invention is explained in detail 
below. In a hard side, as are shown in drawin g 4 , and it is indicated in drawing 5 as the output 
units 6, such as a loudspeaker 8, a display 9, and/or a printer 10, this invention the server (for 
example, a WWW server — ) of the intranet equipped with the remote communications system 1 , 
or the Internet In computer systems, such as Mail-FTP-News, a PPP server, and NAT(IP 
masquarade is included) DNS As shown in drawing 4 , the two or more sets of the obstacle 
surveillance board 4 and the preliminary data recording devices 5 which built the microcomputer 
3 (microcomputer) into the main part 2 of a computer which has arithmetic and program control 
(CPU) and a data recorder are installed. 

[0017] And circuit connection of each terminal of the control terminal of the status-out-put 
terminal and power unit of the power unit accompanied by the supply terminal and the equipment 
non-cut off of the status-out-put terminal, communication terminal, and power supply of the 
status-out-put terminal and data recorder of the control terminal and power supply of the power 
supply on the main board of the main part 2 of a computer accompanied by the electric power 
switch 1 1 and central processing unit which were attached in the case of the main part 2 of a 
computer is made with Cable K at the obstacle surveillance board 4 of the Moreover, the thermo 
sensor 7 attached in the central processing unit and data recorder of the main part 2 of a 
computer is connected to the obstacle surveillance board 4 of the aforementioned 
microcomputer 3 with Cable K. 

[0018] Moreover, in a soft side, as shown in drawing 3 , it constitutes from an obstacle 
surveillance microcomputer board firmware which has each various functions, obstacle 
surveillance maintenance software, and board remote-control software. 
[0019] As shown in the aforementioned obstacle surveillance board 4 at drawing 6 , and the 
power failure automatic restoration system A of a power supply The reserve hard disk system C 
which backs up automatically on schedule the program and data of temperature monitoring 
system [ of the equipment which constitutes a system ] B, and a computer The automatic 
change system D of the disk which memorizes the program and data of a computer The 
operation system program auto-repair system E of the computer by bidirectional data 
communication A system The obstacle generated in the equipment which constitutes the notice 
system F of a manager obstacle which notifies the obstacle generated in the equipment to 
constitute and the operation system program of a computer to a manager and a management pin 
center,large. and a system, and the operation system program of a computer The notice system 
G of a user obstacle of which a user is notified through an output unit 6 is incorporated. 
[0020] If the aforementioned power failure automatic restoration system A senses the fall of the 
voltage from an external power and becomes fixed voltage or a power failure, it will change 
automatically the computer made to build in to the standby power source for about 30 minutes 
(built-in battery (reserve dc-battery)) which can be operated. And if the dc-battery residue 
decreases, a system will be automatically made an end. And as it changes to the program in the 
emergency shut down mode of a computer automatically, a system is terminated automatically. 
And a computer system is automatically restarted by normalization of a power supply. For this 
reason, it can be used in comfort also in the place where a power supply is unstable, making a 
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mistake — pulling out a plug or disconnecting an electric power switch 1 1 **** — etc. — since 
the system of a server is automatically ended also to an artificial trouble, it is relief 
[0021] When a user wants to stop a server, a system can be safely ended only by pushing an 
electric power switch 1 1 , and it can cut by about the same easy operation as household electric 
appliances. Moreover, it is also possible to make it a server not receive, even if it will push an 
electric power switch 1 1 if a power supply operation invalid is chosen from the management 
screen of a homepage, so that those who do not know cannot drop a power supply freely. When 
[ end and ] making it reboot, from the management screen of a homepage, a reboot can be 
chosen and can be performed. 

[0022] Moreover, the aforementioned temperature monitoring system B connects to the 
microcomputer 3 in the obstacle surveillance board 4 the thermo sensor 7 attached in the main 
part 2 of a computer, and it terminates a system automatically while it will emit warning, if the 
signal of temperature data, such as arithmetic and program control (CPU), a hard disk. etc. 
(HDD) obtained by the thermo sensor 7, is transmitted to the aforementioned microcomputer 3 
and the transmitted data exceed the predetermined-number value range (80 degrees C of critical 
section). In that case, it can be made to carry out by the instruction of the aforementioned 
microcomputer 3 transfer maintenance of the data automatically [ two or more sets of data 
recorders ]. And a computer system is made to restart automatically when temperature returns 
to normal (about 45 degrees C or less). 

[0023] Furthermore, if the aforementioned reserve hard disk system C for backup becomes the 
time which specified the data of the computer rewritten by two or more sets of the preliminary 
data recording devices 5 (auxiliary memory (1), 2 [ (2) ], - [ (-) ]. (n)) shown in drawing 4 . it will 
back up a disk automatically. 

[0024] Furthermore, the aforementioned disk change system D will restart from the disk which 
has memorized abnormal program and data of a computer by changing to the disk of the 
aforementioned reserve hard disk system C for backup by which the program and data of a 
normal computer are memorized and backed up automatically, if abnormalities are detected. A 
user and a manager are notified of the thing [ having changed ], Even if there is no system 
administrator on that occasion, the trouble on employment is avoidable from the worst state with 
this. 

[0025] Moreover, the aforementioned operation (system program OS) auto-repair system E 
Communication of state data and a control signal is automatically started between the main part 
2 of a computer, and the microcomputer 3 in the obstacle surveillance board 4 by executing an 
obstacle surveillance maintenance program in the main part of computer 2 interior, an operation 
system program (Linux (tradename of free software "Linux (called Linux)") — ) The surveillance 
of OS's, such as Windows (brand name of Microsoft Corp.), and by performing automatically 
automation of the obstacle dissolution which this discovered, and operation for it by the main 
part 2 of a computer It enables it to perform a program restoration system for the check of a 
state and restoration maintenance control of an operation system program (soft ware) and 
computer system associated equipment (hardware) by bidirectional data communication from a 
remote place distantly through a communication network. 

[0026] Furthermore, the aforementioned notice system F of a manager obstacle enables it for 
the output unit 6 of a loudspeaker, a display, and a printer to notify the obstacle generated in the 
equipment which constitutes a system, and the operation system program of a computer in 
voice, a picture, and paper to a manager and a management pin center.large. And if it is judged as 
the system down by the serious risk factor, for example, hacking and a poor disk, it logs in to a 
user s system, the cause is studied immediately, and the group of technical experts of a support 
management pin center,large take a cure against it. 

[0027] The aforementioned notice system G of a user obstacle enables it for the output unit 6 of 
a loudspeaker 8, a display 9, and a printer 10 to inform a user of the obstacle generated in the 
equipment which constitutes a system, and the operation system program of a computer in 
voice, a picture, and paper further again. 

[0028] Next, intermediary ****** is carried out when an obstacle actually occurs. As shown in 
drawing 5 , when the unusual obstacle of five matters, such as "abnormalities in software 
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service" etc. shown in the computer CI which ****(ed) and incorporated the obstacle system at 
drawing 1 , occurs. As warning is first emitted with voice, an obstacle report and the report by 
the E-mail are performed using a circuit LI to a computer manager and a management pin 
centerjarge and it is shown in drawing 1 Suitable obstacle record-keeping correspondence 
disposal is automatically performed out of an "emergency shut down", "a reboot", and "a 
reserve storage change." 

[0029] And if the administrative computer K1 of a management pin centerjarge receives the E- 
mail of an obstacle report using a circuit L1 in that case as shown in a management pin 
centerjarge side at drawing 5 . as shown in drawing 2 . the contents will be called to the 
management person in charge who is in a management pin centerjarge with ****** using mobile 
communication equipment, such as a cellular phone and a pocket bell. Moreover, the 
administrative computer K1 performs the alarm display to a notice and a monitoring device with 
voice etc. through the output unit of a loudspeaker, a display, and a printer. And a management 
person in charge performs remote maintenance using a circuit LI while contacting the manager 
of the computer CI which the obstacle generated using a telephone, facsimile, etc. In that case, 
according to obstacles, such as a hardware trouble, the engineer for repair is dispatched and a 
rehabilitation work may be performed. 
[0030] 

[Effect of the Invention] As a concrete matter in case an obstacle occurs. (1) user disconnects a 
power supply suddenly accidentally, and a system is damaged. 

(2) A disk crashes suddenly. 

(3) A system is destroyed by the unusual rise of temperature. 

(4) Hacking, peep of the information by the cracking act, and the alteration and destruction of a 
system by the third person are performed. 

(5) In order that a user may not back up data, information destruction becomes large-scale in 
troubles, such as above-mentioned (1) - (4). 

(6) There is not a manager of a system speciality. 

The above (1) - (6) is a main matter. Although there are some by which fractional replication is 
carried out about cures according to each, such as a cure to an electric power switch, until now 
about the obstacle matter of above-mentioned (1) - (6) in the server of intranet or the Internet, 
unless the cure about all the possible obstacle matters is made, the positive reliability of a 
server cannot be acquired. 

[0031] In order that this invention may preserve the important system of intranet or an internet 
server as mentioned above and may protect data Beforehand all the possibility of the obstacles 
(obstacle matter of above-mentioned (1) - (6) etc.) which may be generated in a computer 
system probably By operating the obstacle surveillance maintenance program which operates the 
optimal management to all those obstacle matters within a computer by remote control by 
another computer through an another microcomputer and another means of communications, and 
performing it The operation for complicated obstacle restoration is simplified. The operation 
mistake protection feature of an electric power switch 1 1 , The state by the state with the 
surveillance of an audit file, voice, etc. and the notice of warning, and the E-mail, and the notice 
of warning, Surveillance and control of management and control of built-in equipment non-cut 
[ the electric current ] off, and communicating software service, It became possible to perform 
temperature surveillance etc. in full automatic, and the quick quick restoration support when safe 
employment and the safe obstacle of a computer system of having a hard (computer and its 
associated equipment) side and a software (computer program) side occur was enabled. 
[0032] Moreover, this invention is an advantage also with big it being also easily incorporable to 
the computer system of the server of the existing intranet or the Internet. 
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* NOTICES * 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is a correspondence flow view at the time of obstacle generating. 

[Drawing 2] It is a correspondence flow view at the time of obstacle generating by the side of a 

management pin centerjarge. 

[ Drawing 3] Software configuration view. 

[Drawing 4] Wiring schematic drawing. 

[Drawing 5] The connection block diagram between computers. 
[Drawing 6] Composition system explanatory drawing. 
[Description of Notations] 

1 Remote Communications System 

2 Main Part of Computer 

3 Microcomputer 

4 Obstacle Surveillance Board 

5 Preliminary Data Recording Device 

6 Output Unit 

7 Thermo Sensor 

8 Loudspeaker 

9 Display 

10 Printer 

1 1 Electric Power Switch 

A Power failure automatic restoration system 

B Temperature monitoring system 

C The reserve hard disk system for backup 

D Disk automatic change system 

E Operation system program auto-repair system 

F Notice system of a manager obstacle 

G Notice system of a user obstacle 
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DRAWINGS 
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[Drawing 2] 
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[Drawing 4] 
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[Drawing 3] 
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[Drawing 5] 
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[Drawing 6] 
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